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AHHOMayus

BBegenue. HayuHo-TexHUYECKUU NPOTPECC, ONpeJiesisisi COOTBETCTBYIOILYI0 «KHOBYIO CTYIeHb pas-
BUTHA», KOTOPas yJay4llaeT }KU3Hb JIIOJIeH B YaCTH JOCTYNIHOCTH JOCTHKEeHUH JJIs1 IIUPOKOI0 KPyTa,
NOPOXJaeT UCI0JIb30BaHUE HHPOPMALMOHHBIX TEXHOJOTUHA KPUMHUHA/IbHBIMU 3JIeMEHTaMU 001e-
cTBa. B 3Toi1 cBSI3M HEM36eKeH POCT MPECTYIHOCTH, OCHOBAaHHOM Ha UCINO0JIb30BaHUH BO3MOXKHOCTEN
LM PPOBBIX TEXHOJIOTUH, YTO NOATBEPHIAETCS COOTBETCTBYIOLMMU OTYETAMH [IPABOOXPAHUTEIbHOU
CUCTeMBl. AKTYaJIbHOCTb pacCMaTpHUBaeMOM NPOOJEMBI eXXeJJHEBHO MOATBEPKJAeTca MyOJIUKalu-
SIMM B CpeJICTBaX MaccoBOM MHQOpMaIMK 0 KOJIUYeCTBe COBEPLIEHHBIX B OTHOLIEHUH IPaXK/iaH Kpax
Y MOLIEHHUYECTB C UCN0JIb30BaHHWEM UH(OPMALMOHHO-Te1IeKOMMYHHUKALMOHHbIX TEXHOJIOTUH.
Ieab. OxapakTepu3oBaTb 0COGEHHOCTH MOLUEHHHYECTBA B KOMIbIOTEPHOH cdepe, onpesenuThb
KJII0YeBble aclleKThl pa3BUTHS 3aKOHOAATe/IbCTBA B OTHOLIEHUU KUOepIpecTyIHOCTH.
TeopeTruyeckue ocHOBBI. MeToAbI. TeopeTHYECKYI0 OCHOBY UCC/Ie[J0BaHHsI COCTABUJ/IU HAy4YHbIe CTa-
TbH, CTATUCTHYECKHE OTUYEThI FOCYAAPCTBEHHbBIX BEJOMCTBEHHBIX CTPYKTYP, MaTepUuasbl CyeOHON U
Ce/ICTBEHHOW NPAaKTHK. MeTO/0/IOTUYECKYI0 OCHOBY COCTAaBJISIOT OOLle HCIOJb3yeMble METO/bI
HAy4HOI'0 HCC/e[0BaHNs, IpUMeHeHHe KOTOPbIX 00yCJIaBJAMBaET BblIOOP CUCTEMHOTO, [1esTeIbHOCT-
HOro, PYHKLIMOHA/JIbHOTO U MEXJUCLUMIJINHAPHOTO N0/X0/10B B U3Y4EHUH aKTya/IbHON POGJIEMBI.
Pe3yabTaThl. B cTaThe packpbIBalOTCS MOHATHS U 0603HAYAKOTCS COOTBETCTBYIOLIME BBeJleHHbIE
HOPMBI, KOTOpble OXPaHAKTCA 3aKOHOATeJbCTBOM B 00JIaCTH 3alyThl MHOpMaLUY, 0603HaYa-
I0TCSI NPUYHUHBI HEOOX0JUMOCTH AP depeHIMalli OTBETCTBEHHOCTH 3a MOLIeHHUYeCKHe J1efCTBHS,
CBA3aHHbIE C NepCOHANbHBIMU JJAHHBIMU. KpoMe Toro, NnpoBeZiéH CUCTEMHBIM aHaJIM3 OCHOBHBIX BU-
JI0B MOLIEHHUYeCTBa B CETU MHTEpHeT, KOTOPbIN NOATBEPAUII aKTyaJbHOCTh U BOCTPEOOBAaHHOCTD
paccMaTprUBaeMOM TEMBI.

BbiBOJbI. COBpeMeHHOE POCCHICKOe YroJIOBHOE 3aKOHOJAATeNbCTBO CTOUT Ilepe]; cepbe3HeMn1ei
3aJlaueil: He06X0AUMOCTBIO OBICTPON pa3paboTKU U BHeJipeHHUs 3¢ PEeKTUBHOIO MexaHU3Ma Ipece-
YeHHUs U IpeAynpex/eHusI KUOepIpecTyIJIeHHH, KOTOpble HeU30eKHO MOSIBSITCS B CBSI3U C GYPHBIM
pa3BuTHEeM TexHoJorMi. Ha ceroansiiinuii e B Poccuu yxke peasin3oBaH WHUPOKUM CIEKTp Mep,
HalpaBJleHHbIX Ha 60pb0Y € KUbGepNpeCcTYNHOCThIO, HO IPU 3TOM JaHHble Mephl, KaK IPaBUJIO, CO-
cpeZioTo4YeHbl Ha «U3UUECKON» COCTABJISIOIIEN — HA KOHTPOJIEe KYPbepOoB, 00CIyKHUBAIOLEH WH-
dpacTpyKTypsl U 060pyAoBaHUs. OLHAKO MUP KUOEPIpPeCTYIJIEHHH ropas3/io CJ0KHee U MHOTO-
rpaHHee, YeM MPOCTO «KeJe30» U KIIPOBOA».

CoszaHue criellaIM3uPOBaHHBIX FOCYAAPCTBEHHBIX OPraHOB U KUOEPBOMCK, HECOMHEHHO, SIBJISETCS
BQ)KHBIM IIAaroM Ha NYTH K CTAaHOBJIEHHIO 6€30MacHOro rocyAapcrsa. B aToM HanpaBieHUH paboThl
3HAUUMBIM 3TaloOM CTajo co3faHue 11 okTa6psa 2022 r. YnpaBJsieHUs] [0 OpraHU3alMd 60pbObI
C IPOTHMBOIPAaBHbIM UCI0JIb30BaHMEM MHPOPMaLlMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTH.
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OziHaKo, Ba&XKHO MOMHUTB, YTO 3TO JIULIb YaCTh pelleHUs] NPo6JieMbl, TaK Kak /iJis paboThl yKa3aH-
HOTO BeJJOMCTBAa He06XO0JMMO NOCTOSIHHOE COBepIIeHCTBOBaHME 3aKOHO/ATeJ/bCTBA, apobanus
ero B IpaBONPUMEHUTENbHOM IPAKTHKE U aJlaliTallusa K 6bICTPO MEHSAIOIMMCS yCJI0BUAM KHUbGepnpo-
CTPAHCTBA, a TaKXKe TECHOe B3aMMOJIeHCTBHE MeXAy TOCyAapCTBEHHBIMU OpraHaMu, 6aHKOBCKHUM
CEKTOPOM U MEXAYHAPOIHBIM COOOIIECTBOM /151 GbICTpOro o6MeHa uH$opmaleil U COBMECTHOM
IJIO0TBOPHOM paboThl HaJ, NpeJoTBpalleHueM K1ubepyrpo3 (kubepaTtak). be3 BcecTopoHHero noj-
X0/1a, 00'beJUHSIOILEr0 TEXHOJIOTUYECKHe, IPAaBOBble U KaJ[pOBble aclleKThl, JOCTHXKeHNEe peaJlbHON
K16ep6e30nacHOCTH OCTAHETCs CJIOKHOM U I0JITOCPOYHOM 3a/jaueil Hallero rocy/1apcraa.

Kioyesule cno6a: knbepnpecTynHOCTb, UCKYCCTBEHHBIN MHTEJIJIEKT, MOILIEHHUYEeCTBO B CeTH IHTepHeT,
duIIMHT, BUIIUHT, cXeMa GUHAHCOBOUM NUPaMU/ibl, papMUHT
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Abstract

Introduction. Scientific and technological progress, defining an appropriate "new stage of development”
that improves people's lives in terms of accessibility of achievements to a wide range, generates the use
of information technology by criminal elements of society. In this regard, the growth of crime based on
the use of digital technologies is inevitable, which is confirmed by the relevant reports of the law enforce-
ment system. The relevance of the problem under consideration is confirmed daily by publications in
the media about the number of thefts and frauds committed against citizens using information and tele-
communication technologies.

Purpose. To characterize the features of fraud in the computer sphere, to identify key aspects of the de-
velopment of legislation on cybercrime.

Theoretical foundations. Methods. The theoretical basis of the research was made up of scientific arti-
cles, statistical reports of government departmental structures, materials of judicial and investigative
practices. The methodological basis is made up of commonly used scientific research methods, the appli-
cation of which determines the choice of systemic, activity-based, functional and interdisciplinary ap-
proaches to the study of an urgent problem.

Results. The article reveals the concepts and designates the relevant introduced norms, which are pro-
tected by legislation in the field of information protection, and explains the reasons for the need to differ-
entiate responsibility for fraudulent actions related to personal data. In addition, a systematic analysis of
the main types of fraud on the Internet was carried out, which confirmed the relevance and relevance of
the topic under consideration.

Conclusions. Modern Russian criminal legislation is facing a major challenge: the need to quickly develop
and implement an effective mechanism for the suppression and prevention of cybercrimes, which will
inevitably appear due to the rapid development of technology. To date, Russia has already implemented
a wide range of measures aimed at combating cybercrime, but these measures, as a rule, focus on
the "physical" component - on the control of couriers, service infrastructure and equipment. However,
the world of cybercrime is much more complex and multifaceted than just hardware and wires. The cre-
ation of specialized government agencies and cyber forces is undoubtedly an important step towards be-
coming a secure State. An important stage in this area of work was the creation on October 11, 2022
of the Office for the Organization of the Fight against the Illegal Use of Information and Communication
Technologies. However, it is important to remember that this is only part of the solution to the problem,
since the work of this department requires continuous improvement of legislation, its testing in law
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enforcement practice and adaptation to the rapidly changing conditions of cyberspace, as well as close
cooperation between government agencies, the banking sector and the international community for
the rapid exchange of information and joint, fruitful work on prevention cyber threats (cyber-attacks).
Without a comprehensive approach combining technological, legal and human aspects, achieving real cy-
bersecurity will remain a difficult and long-term task for our state.
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BBeaenue

WHTepHeT-mpocTpaHCcTBO GOpMUPYET HOBYIO cepy [Jid )KU3HU U B3aUMOJENHCTBHUA COBPEMEHHOTO
o6uiectBa. [lo gaHHbIM Poccuiickoil acconpalvu 3JIeKTPOHHbIX KoMMyHUKauuii 1 UHTepHeta (PAJK), B
2020 rozy 4yMcJI0 PpOCCUSIH, TOJb3yOUIHUXCSI UHTepHEeTOM, MPEeBbICU/I0 95 MUJIJIMOHOB YeJIOBEK, @ HAa HayaJsio
2023 roga B PO HacuuThiBasioch 127,6 MJIH UHTEPHET-N10J1b30BaTeJIEN, YTO cocTaBJsieT okoJo 88,2% Hace-
JIEHUS CTPaHbL. B CBSI3U € YeM «KOJIMYeCTBO NPECTYNHBIX JAesIHUU B ceTH «MIHTepHEeT» 3HaUUTEJIbHO MOBbI-
[IaeTcs C KOK/JbIM rOJI0M, @ YPOBEHb PACKPbIBAEMOCTH KHUOEpIpecTyIJIeHUH, 110 JaHHbIM ['eHepasbHOU
npokypatypsl PO, coctaBaseT 4,4%»1.

TakuM 06pa30M, 0OJHOM M3 BaXKHBIX 33/]a4 OTeYEeCTBEHHOTO YTrOJIOBHOI'0 3aKOHO/IaTe/IbCTBA Ha JJaH-
HOM 3Talle SIBJISIETCS CO3/laHue MeXaHU3Ma i1 3G eKTUBHOTO NpeceyeHus U IpeAynpexeHus yKe cylie-
CTBYIOLUX KUOEpPIpPeCcTyIJIeHUH, a TaKxKe pa3paboTKa Mep 1o NPOTHUBOAEHCTBHUIO U KOHTPOJIIO HOBBIX BU-
JIOB IpecTyIJIeHUH B paMKaxXx KHUOGepnpoCTpaHCTBA, TaKWe KakK INPECTYIJIEHHUS C HCI0JIb30BaHHEM
HeHUPOHHBIX TEXHOJIOTUM U UCKYCCTBEHHOI'O UHTEJIJIEKTA.

ABTODBI CTaTbU IPU IPOBELEHUU CBOET'0 UCCJIeJ0BAHUS CTABU/IM LLe/IbI0 0XapaKTepHU30BaTh 0CO6EH-
HOCTU MOLLIEHHHUYEeCTBa B KOMIbIOTEPHOU cdepe, a TakKe ONpeSe/UThb KAoUeBble aclleKThl pa3BUTUS 3aK0-
HO/IaTeJIbCTBA B OTHOLIEHUU KM6GEpPIPeCTYHOCTH.

TeopeTnyecKkue 0CHOBbI. MeTOAbI

TeopeTW{eCKy}o OCHOBY UcCC/1€10OBAHUA COCTABUJIM HAy4YHbI€ CTATbU U l'IY6J'II/IKaL[I/II/I. BMHI/IpI/I‘{ECKy}O
OCHOBY HUCC/1€J0BAHUA — CTATUCTUYECKHUE OTYEThI TOCYAdPCTBEHHbIX BEAOMCTBEHHBIX CTPYKTYP, MaTE€pHU-
aJIbl cy,qe61—10171 H CJIe,Z[CTBeHHOﬁ IMPaKTHK. METO,E[OJIOFI/I‘-IECKy}O OCHOBY COCTaBJIAIOT o6me HCII0JIb3yeMble
METO/Jbl HAYYHOI'0 HMCC/IEA0BAHHA, IPUMEHEHHNE KOTOPbIX O6YCJIaBJ'II/IBaET BbI60p CUCTEeMHOTO, aedTeJib-
HOCTHOTO, (l)yHKLlI/IOHaJ'[bHOFO U MeXIAUCHUIJIMHAPHOI'O NOAX0A0B B U3YYEHUHN 0003HaYEeHHOM HpOGJ’IEMbI.

Pe3y.fleaTbI H 06CY)KZ[EHP[e

CoBpeMeHHbIH nporpecc B 06J1acTH LUPPOBLIX TEXHOJOIMH He CTOUT Ha MecTe. UMeHHO 3Ta JUHa-
MUYHOCTb U NPAKTUYeCKU Ge3rpaHUYHble BO3MOXXHOCTH KUOEPHPOCTPAHCTBA CO3JAIT KOJIOCCAJbHbIE
TPY/HOCTH /15l IPAaBOOXPAHUTENbHBIX OpraHoB. TpebyeTcsa dyHAaMeHTaIbHOE U3MeHEeHHe TOAX0/a K I0/1-
rOTOBKE KaJ[pOB, BKJIIOYAKOIIee HE TOJbKO TEOPETUYECKYI0 633y, HO U MPAKTHYECKYIO OTPAabOTKY METOIUK
paccjieloBaHHs, UCNI0Jb30BaHMEe HOBEHIIMX TEXHOJIOTMM aHa/M3a JAaHHBIX U IOHHUMaHue TOHKOCTeH pa-
00TBbI HEMPOHHBIX CeTel M UCKYCCTBEHHOTO MHTEJVIEKTA, UCTIO/Ib3YIOIUXCS YKe B MOBCEJHEBHOU KU3HH,
6U3Hece U rocyapCcTBe.

WHTepHeT UrpaeT KJII0YEBYIO POJIb B COBPEMEHHOM MHUPE, T03BOJIsAS JIFO/ISIM MHOTO€e B OHJIalH-cdepe -
00111eHMEe, TOKYTIIKY TOBApOB U yCIyT, 06pa3oBaHue, paboTy U T.I. Takxke OH sABJIsieTCcs 1aTGopMoit A co-
BpeMeHHOro 61u3Heca U 6aHKOM XpaHEHUs] HEOTPaHUYEHHOI'0 KOJIMYeCTBA JAaHHbIX — KOHPUJAEH[Ha/IbHBbIX,
¢duHaHCcoBBIe U IepcoHabHbIe. PeiepasbHbIM 3aKOHOM OT 29.11.2012 Ne 207-93 «O BHeceHMH U3MeHeHUH
B YroJI0BHBIN Kojiekc Poccuiickoit @efiepaniuu U oTAe/IbHbIE 3aKOHOATe/IbHbIe akThbl Poccuiickoit enepa-
UU» B POCCUHCKOE YTrOJIOBHOE 3aKOHOJATEJbCTBO ObLIO BHECEHO HECKOJIbKO M3MEHEHUH, KacalolUXcs
raaBbl 21 «IlpectymiieHusi npoTuB cobcTBeHHOCTH» YK P®, a MMeHHO MOMHMMO OCHOBHOM cTaTbu 159
«MomenHudectBo» YK PO, 66111 106aB/IEHDI ClieljMa/ibHble HOPMBI IIpeiycMaTPUBalole OTBETCTBEHHOCTh
3a MOLUEHHHUYECTBO COBEpILIEHHbIe PAa3/IMYHbIMU CIIOCO6AMU UJIM B Pa3HbIX 06J1aCTsX U chepax 0611ecTBaZ.

1 0 npecTynieHusx, COBepIIAEMbIX C HCIIOJIb30BaHMEM COBPEMEHHbIX HHPOPMaIMOHHO-KOMMYHUKALMOHHBIX TEXHO-
joruit // OdunuaneHbiii caliT leHepanbHoO# [IpokypaTypbl Pexxum goctyna:
https://genproc.gov.ru/smi/news/genproc/news-1431104/ 3aru. ¢ skpana. ([lata o6pawenus: 03.12.2024).

2 depepanbHbIi 3aK0H «O BHECEHWH H3MEHEHHH B YTOJIOBHBIN KogeKc Poccuiickoi ®esepanuu u OT/e/IbHbIE 3aKO-
HoJlaTeJibHble akTbl Poccuiickoit @enepanuu» ot 29.11.2012 N 207-93- // OpunmanbHblId HHTEPHET-TIOPTAJ MPaBO-
BoM nH$opManuu Pexum goctyna: http://www.pravo.gov.ru. 3ari. ¢ 3kpasa. (lata o6pamenus: 03.12.2024).
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[locne u3MeHeHUs 3aKOHOJATEJbCTBA Nlepe/ paBa NPUMUPUTENSIMU BCTaJ PsAZ BOPOCOB OTHOCH-
TeJIbHO TOTO0, KAKHMe UMEHHO 06'beKThI OXPaHAKTCS B COOTBETCTBUY C HOBIMU HOPMaMHU B 06J1aCTH 3aLUThI
JlaHHBIX. /l11 Hayasla He06X0AUMO NMPOSICHUTD NMPUYMHBI NIpeIocKeHHOU JuddepeHLnaliud 0TBETCTBEHHO-
CTHU 3a MOILIEHHUYeCKHe JeHCTBUA U PacCMOTPETh KakUe UMEHHO U3MeHeHUsl ObIIM BHECEHBI B 3aKOHO/a-
TenbCTBO. [Ipearaercs pazo6paTs cTaThio 159.6 «MomeHHNYeCTBO B chepe KOMIBIOTEPHON HHGOpMaUU»
YK P® kak Haub6oJiee 4acTo coBeplLIaeMbIi COCTaBl, KOTOpasi IpelycCMaTPUBAET COCTaB MOLIEHHUYECTBA, KO-
ra IO J06POBOJIbHO EPEYUCIISIIOT JeHbIY 3JI0YMbIIILJIEHHUKAM WJIY IPeIOCTaBJSIOT JaHHbIE CBOMX OaH-
KOBCKUX KapT MOJ, BJUSHHUEM 3a0/yKAeHUs OTHOCUTEJNbHO COJAEPKUMOro Beb-caiiTa. MolleHHUYeCTBO
B chepe KOMIBIOTEpPHON HHPOpPMALUU TPeAyCMaTPHUBAET COBepLIEHHUS] MOLIEHHUYECTBA Yepe3 uHopMa-
[UOHHO-TeJEKOMMYHUKAI[MOHHbIE CEeTU. YKa3aHHbIe MOIIEHHUYeCKHe CXeMbl, pa3BOpaYMBaIOLIMeCs B CETH,
1[eJ1bI0 KOTOPBIX SIBJSETCH XUILeHUE JIeHEXKHBIX CPeJCTB C 6aHKOBCKUX CUETOB, MOOUIbLHBIX TeepOHOB U
3JIEKTPOHHBIX KOLIeJbKOB 10J1b30BaTe el, OTJIMYAIOTCS BbICOKOU CTeNeHbl0 U301PEHHOCTH U MacIlITabu-
pPYeMOCTH, UTO 3HAYUTEJIbHO 3aTPYAHSAET paboTy NPaBOOXPaHUTEIbHBIX OPTaHOB 0 UX Npe/0TBPALLEHUIO
Y PaCKpbITHUIO.

OauH U3 HauboJiee pacCIpoCTPaHEHHbIX METOJOB — CO3/laHue NO/le/IbHbIX Be6-CaliTOB, IPaKTUYECKU
HEOTJIMYMMBIX OT OPUTHUHAIbHBIX PECYPCOB GAHKOB, IJIATEKHBIX CUCTEM UJIA NOMYJISIPHbIX OHJIAaWH-CepBU-
COB. 3J/IOyMBILIJIEHHUKH MacTepCKU KONMUPYIOT JAu3alH, JIOTOTUIBI, ajpeca U JAaxe HCIOJIb3YIOT
SSL-cepTuduKaThl, YTOOb! BHYLIUTD 10J1b30BATEJIIO JOBEPHE U 3aCTaBUTh €0 BBECTU KOHQUIeHIIMaIbHYI0
vHopMaLHIo: HoMepa 6aHKOBCKUX KapT, naposy, CVV-KoAbl, JaHHble 4151 J0CTyNa K OHJIalH-6aHKUHTY U
npoyee. [Iosy4uB AOCTYN K 3TUM JAHHBIM, NPECTYNMHUKH MOTYT OCYIIEeCTBUTb HECAHKLIMOHUPOBAHHbIE
TpaH3aKLUMH, NIOXUTHUB 3HAaUYUTEJbHble CYMMbI JieHeT. [Ipu aToM reorpaduyeckas AUCTaHLUsA He ABJISETCH
NpensiTCTBUEM — MOLIEHHUYECTBO MOXKET ObITh COBEPLIEHO K3 JII060H TOUKU IJIaHETHI, UTO JleJIaeT pacciie-
Jl0BaHUeE U IpecsieloBaHHe BUHOBHBIX HEBEPOSITHO CJA0XKHBIM MPOLIECCOM, TPEOYIOLINM MEX/IYHAPOJHOTO
COTPYZHUYECTBA IPaBOOXPAHUTENbHBIX CTPYKTYP. B HacTosi1ee BpeMs JaHHbIM CIOCO6 CTAaHOBUTCS aKTy-
aJIbHBIM B NIEPUOJ BCe BO3MOXHbIX ayKLIMOHHBIX pacnpojax, CKUJO0K U NpeJJI0KeHUH JONO0JTHUTENbHOTO

3apaboTKa.
OcHOBHbIe BU/Ibl MOLIEHHUYECTBA B CeTH VIHTepHeT Npe/cTaB/ieHbl Ha puc. 1.
4 )
OUIINHT - NOJAETbHbIE CAalThI Buunr - pacnpocrpanenue
coobmeHni

Buabl MonieHHH4YECTBA U
KpaTKo€ onmpeacHue

. ®DapmuHr - cbop
Cxema (puHAHCOBOM MUpPaMHIBI - KOH(bHICHIMATEHOI
TIPUBJICYECHHE JAEHEKHBIX CPEICTB uHbopMALHH

. J

Puc. 1. OcHogHble 8UdblI MOWEHHUYECMEA 8 cemu UHMepHem
Fig. 1. The main types of fraud on the Internet

@umunHr (anrs. phishing, ot fishing - pri6Has J10BJ1s, Bely:KMBaHUe) — «BU/J| UHTEPHET-MOIlIEHHUYe-
CTBa, KOTOPBIH 3aK/II04aeTCs B HANIPaBJEHUH KePTBE 3JIEKTPOHHOT0 NMCbMa OT U3BECTHOT'0 IOPUAUIECKOTO
auna» [1, c. 68]. MeTo duIIKMHTa, KOTOPBIA MpPeJICTaBAsSET COO0N PACChIIKY 3JeKTPOHHbBIX mrceM, SMS-
COO0O6IIeHU WK COOOIIEHHM B MecceH/Kepax, COAepKalllUX CChIIKU Ha MoAJeIbHble Be6-pecypchl U (1K)
NPUIOKEHUS. ITU COOBLIEHUS YAaCTO MACKUPYIOTCS 10/, opulihaibHble YBeJOMJIeHUsI OT OaHKOB, rocyAap-
CTBEHHbIX OpraHU3alUil WK HHTEePHET-Mara3uHoB, CoAepKaT CPOUHble TPOCLObI 0 MOATBEPXKAEHUHU IaH-
HBIX, yTPO3bl 6JIOKMPOBKU CYETOB UJIU 06eLlaHUs NOYYeHUs BbITOJHBIX [IpeioxKeHU. HaxkMBKa B TaKUx

! Yronosuelii kogekc Poccuiickoit ®egepanyu ot 13.06.1996 Ne 63-D3 (pea. ot 28.12.2024)) // CobpaHue 3aKkoHoAa-
TesibcTBa P®. 17.06.1996, Ne 25, cT. 2954.
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COO06IIeHHAX 3a4acCTy0 HAaCTOJbKO ybeauTesbHa, UTO JaXke ONbITHbIE [10JIb30BaTeJU MOTYT CTaTh »KepT-
BaMHU obMaHa.

BuiuHr - (aHrJ. vishing - voice phishing - rosiocoBoit puiMHT) - AABJsIETCSA pacnpocTpaHeHHOH pas-
HOBU/JHOCTBIO CETEBOr'0 MOIIEHHUYeCcTBa. BUIIMHT cx0x ¢ pummHrom. OTJiMyre BUIIUHIA OT QUILINHTIA CO-
CTOUT B TOM, UTO IIPH BULIMHTE UCT0J/b3yeTcs TesedOHHas CBSA3b. 3JI0YMbILIJIEHHUKH 3BOHSIT CBOUM KEPT-
BaM, NPEeACTaBJISASACh COTPYAHUKAMHU OAHKOB, CJAYKO MOJJEep>KKH, NPAaBOOXPAHUTEJbHbIX OPraHOB WJIU
JPyTUX OpraHu3alyi, 1 BBIMaHUBAOT KOHQUAeHI[HATbHYI0 HHGOPMAILUIO 10/ PAa3/IMYHbIMU NTPeAJI0raMH.
OHHU MOTYT UCNOJIb30BaTh IICUXOJIOTUYECKOe JaBJjeHue, yrPO3bl UK MaHUNYJISIUY, YTOObI 3aCTABUTD Ye-
JIOBEKA PACKpBITh CBOU JIMYHbIe JaHHble. « TaKUMU KOHPUJeHIIMAJbHBIMU JaHHBIMU MOTYT SIBJISTBCS: HO-
Mep 6GaHKOBCKOM KapThl, TAPOJIK OT JIMYHOT'0 KAOMHEeTa MOOGUIbHOTr0 6aHKa, PIN-Ko/ibl, NPUXOASLIHeE B CMC,
KO/ibl JOCTYNA UJIM JPYTYI0 JUYHY0 HHOPMALUI0 B TOHOBOM Habope» [2, c. 118]. Takue coobuieHUss MOTYT
pacnpoCTpaHATbCA U Yepe3 WUIrphl, aKLeHTHPYsl BHUMaHUe Ha NOAPOCTKOBOM MOKOJIEHUH, U COLlMalbHble
CeTH, MeCCeH/KePhl.

CxeMa puHaAHCOBOM NUMpaMU/Jbl, IpMMeHsieMas B HacToslee BpeMs B cpepe HHTepPHET-UHBECTULIUI
Y GBICTPOTO 3apaboTKa, IOJHOCThIO aHAJIOTUYHA Kjlaccuyeckol ¢uHaHcoBoM nupamue. O6emanus 6bICT-
pOH Y BBICOKOM NPUOBLIY MPUBJIEKAIOT MHOXKECTBO KEPTB, KOTOpbIe BKJIaAbIBAIOT CBOX CpeJiCTBA U 3aeM-
Hble B TOM 4HCJIe, [10J1arasiCh Ha JIOXKHble 06elllaHus OpraHU3aTOPOB MHpPaMU/ibl. B KoHeyHOM HTOTE, 60JIb-
IIMHCTBO YYaCTHUKOB TaKUX CX€M TEPHAT YObITKH, @ OpPraHU3aTOPbl YHOCAT € CO60H yKpaJieHHble JJeHbI .

@apmunr (axru. farming - ¢pepMepcTBO), 0AHAKO «3/1€Ch [10Jb30BaTE s KOMIIbIOTEPA 06MaHbIBAIOT
IpOrpaMMHBIM CNOCO6GOM, KaK MPaBUJIO, TyTeM NPUMEHEeHUs BPeJOHOCHOI'0 MPOrpaMMHOro o6ecreyeHus,
CMOCOGHOT0 U3MEHATh HAaBUTALMOHHYIO CUCTEMY KOMIIbIoTepa» [3, ¢. 25]. To 6oJiee U30IIPEHHBIN BUJ MO-
IIeHHUYEeCTBa, IPU KOTOPOM 3JIOYMBIIIJIEHHUKH TlepeHanpaBasioT TpaduK C JIETHTUMHBIX Be6-calTOB Ha
CBOU NOJJe/bHble PeCypchbl. ITO OCYLeCTBJsAeTC nyTeM nogMeHbl DNS-zanucel wiu nHbUIMpoOBaHUSA
KOMIIbIOTEpa 3JI0BpeJHBIM NPOrpaMMHbBIM obecnieueHHeM. XKepTBa, BBeJsl B a/[peCHON CTpoKe G6pay3epa
NpaBUJIbHBIN aZpec, onajaeT Ha Mo/ JeJbHbIN CalT, e MoXKeT 6bITb 06MaHyTa U JIMLIeHa CBOUX CPEACTB.
Takue nporpaMMbl paccblIalOTCS B MeCCeH/pKepax, Ha 3JIeKTPOHHbIe ouThl. Celfyac pacnpocTpaHeH Takon
BU/J, dapmuHra B popme coob1eHUH «ITO Thl HA GOTO NOCMOTPU» U CChLJIKA Ha BPeJOHOCHOE IPOrPpaMMHOE
obecriedyeHue, XKepPTBa NePEXOJUT M0 CChbLIKe, Jlajlee yKe paboTaeT NPUKpPENJIeHHbIH BUPYC, OH MOJIy4aeT
JIOCTYI KO BCeM JIaHHBIM TesiepoHa — K GAaHKOBCKMUM IMPHJIOXKEHUAM U KOHTakTaM. Korza gocturHyTa mo-
c/leiHsAS LieJ1b BUPYC HAYMHAET pacchlaTh COOGIIEHHE C TAKOU ke HHopMalell BceM KOHTaKTaM IepBo-
o4yepesHOM XKePTBBI.

B 60pb6e c KHOEPIPECTYIHOCTBIO KpaiiHe Ba’KHO MOBBIIIATH 0CBE0MJIEHHOCTh [10J1b30BaTe el O Cy-
IIeCTBYIOLIMX MEeTO/IaX MolleHHH4YecTBa. Heo6X0AMMO GbITh BHUMATEJIbHBIMU NPU MTOJYYeHUH N0J03pH-
TeJIbHBIX 3JIEKTPOHHBIX IuceM, SMS-cooblieHU U TesileQOHHBIX 3BOHKOB, HE TIEPEXOJUTH MO CChIIKAM
V3 HeU3BECTHbIX UCTOYHUKOB, He pacKpblBaTb KOHOUAEHUUAJbHYI0 UHPOPMALUIO TPETbUM JIULAM U
HCII0JIb30BaTh TOJIbKO HaJleXHble aHTUBUPYCHble NMPOrpaMMbl U CpeJCTBa 3allUThl OT KHbGepyrpos.
To/IbKO COBMECTHBIMU YCUIUSIMU [10JIb30BaTeel U IPAaBOOXPAHUTENbHbBIX OPraHOB MOXKHO 3G GEKTUBHO
NPOTUBOCTOSITh PACIPOCTPAHEHUIO KUOEePIPECTYIHOCTH U 3alIUTUTb Ce651 OT MOLIEHHUYeCKUX JleCTBUM
B UHTEpPHETE.

Jpyroii pacnpocTpaHeHHbIN CIIOCO6 MOLIEHHUYECTBA — «PACCHLIKA JIOXKHBIX CBEJJEHUH OT jnna ¢u-
HaHCOBBIX, KPEJJUTHBIX U JPYTUX OpraHu3alui. MoleHHUKY 06IAI0TCs € )KepTBOH, BbliaBast cebs 3a co-
TPYAHUKOB YKa3aHHBIX OpraHU3alyi, U TPEOYIOT Nepeiadyyd UMHU ONpeJieJIEHHbIX CBEJIEeHUH, B TOM YHCJIe
(UHAHCOBBIX. ITO JAaeT BO3MOXKHOCTh MOLIEHHHMKAM IMOJIYYUTh JOCTYI K JeHEXKHBIM CPeJCTBAM >KEPTBBI
WJIM UHBIM ee QUHAHCOBBIM HHCTpyMeHTaM. Elle o/iMH pacrpocTpaHeHHbIN CII0CO6 MOIIEHHUYECTBA - Pas-
MellleHue B ceTH «IHTepHeT» HeCyIIeCTBYIOLUMX NPEeAJI0XKEHHNN 0 POJaKe TOBAPOB UM YCJAYT HA BBITOJ-
HBIX yCJI0BUAX. YKepTBe npejaraeTcss BHECTH ONpe/IeJIEHHYI0 CYMMY JIeHEXKHBIX CPEJICTB B KAYECTBE IpeJ-
OI/IaThl, HO IOCJAE MUX MOJYYEeHUs] BCe KOHTAKThl NpPEeKpallaloTcs, CaWTbl U HHTEPHET-CTPaHUIIbI
OJIOKUPYIOTCS WU YAAJIAOTCA, TeJledOHbl aHHYUPYOTCA» [4, c. 90-91].

[Ipodeccop E. P. PoccuHckas ykasbIBaeT Ha TO, YTO: «CIIOCOGBI KOMIIbIOTEPHBIX IPECTYIJIEHUH SIBJIS-
I0TCS TOJTHO CTPYKTYPHBIMU, IPUYEM MOTYT ObITh BbIGpaHbl pa3/IMYHbIe TEXHOJOTUU NOATOTOBKH, COBED-
LIEHHUs U COKPBITHS, CJ1a60 KoppeJupyolie ¢ BUAOM IpecTynaeHus» [5, c. 195]. BMecTe c TeM He06X0A1MMO
YUUTBIBATD, YTO «YKa3aHHbIE BU/IbI IPECTYIHOTO MOBEJEHHUS JOCTATOYHO JIATEeHTHbI, Pa3BUTHI, a IOTOMY
IPUHSTb CBOEBPEMEHHOE PeLlIeHHe O TOM, YTO B OTHOILEHUH KOHKPETHOTO JIMI[A ObIJI0 COBEPLIEHO MTPECTYTI-
JIEHUe He Bcerjia npejcTaBjsieTcsl BO3MOXHbIM» [6, c. 290]. YTo roBOpUT HaM O ellje OJHOU CTOpPOHE
paccMaTpuBaeMbIX JeslHUH - 3TO MX JIaATEHTHOCTHM B OOLeCTBe, He BCe INOTepHeBlIMe 0OpalarTcsa
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K [IpaBOOXPaHUTEbHBIM OpraHaM C LeJIbl0 MIOUCKa MPeCTYNHUKOB, TaK KaK CYUTAIOT, YTO BEpPHYTb CBOU
CpeACTBa He NpeACTaBJsAeTCA BO3MOXKHBIM. JIaTeHTHBI IPeCcTyNJ/eH!sl C HAUMEHbIIHUM YIep6oM, HO eC/IH
MBI I0OCYUTAaEeM KOMIJIEKCHBIN yliep6 OT MOLIeHHUYeCTB HeOO/IbIION TAXKECTH B CyMMe, TO oQULIMa/IbHAs
CTaTUCTHKA YBEJUYUTCA ellle B HeCKOJIbKO pas.

A1 KaJ0ro crnoco6a MolleHHHYecTBa B ceTH MHTepHeT 6YyT CBOM CIIOCOOBI MpeAylpexAeHus,
npodUIaKTUKU U U36eraHus MOLIEHHUYeCKHX YJIOBOK.

HekoTophble M3 HUX BKJIIOYAIOT: «YCTaHOBKA aHTUBUPYCHBIX NporpaMM u firewall (pyc. MexceTeBoi
9KpaH) Ha KOMIbloTepe. ITH NPOrpaMMbl IOMOTalOT 06HAPYKUTb M IPeAOTBPATUTD aTaKH 3JI0YMBIIIJIEH-
HUKOB, KOTOpPbI€e MbITAIOTCA MOJIYYUTh JOCTYI K KOMIIBIOTEPY U YKPACTb JIMYHbIE AaHHbIe. Microsib3oBaHMe
CJI0KHBIX apoJiel U ABYyx$aKTOpHOHN ayTeHTUPHKALMU. ITO MOMOXKET 3alliUTUTh Balll aKKayHT OT B3JIOMa.
Hukorja He HCIO/Ib3yHTe OWH U TOT XK€ NapoJib /151 HECKOJIbKUX aKKayHTOB. OCTOPO>KHOCTb [TPY HaXKaTHU
Ha CCbUIKU U CKauMBaHMUU ¢painoB. HUKOrAa He OTKpbIBaliTe BJIOXKEHUA OT He3HAKOMBIX OTIIpaBUTeJIel U
He NepexXo/IUTe MO0 CCbIIKaM, KOTOpble KaXyTcs NOA03pUTeNbHBIMU. Mcllo/1b30BaHKe 3allMILEHHbIX COe/U-
HeHMH. [Ipy MOKyNKax OHJaWH y6eAuTech, YTO CalT UCNOJIb3yeT 3alllhllleHHOe CoeJUHeHHe U UMeeT SSL-
ceptudukat. LludppoBoit ceprudukat (SSL-cepTuduKaT) — 3TO 3J€KTPOHHBIN WM NEYaTHBIN JOKYMEHT,
NOATBepPXAA0IUNA IPUHAANEXKHOCTD BJaJe/bly OTKPBITOr0 KJII04a UM KaKUX-1M60 aTpubyToB» [7, . 32].
[IpenocTaB/eHre TUYHBIX JAHHBIX TOJbKO Ha JOBEPEHHBIX CaliTax, ZileTaJbHOe 3y4eHHue PeKBU3UTOB Beo-
CTpaHHUL, KOTOpPble pa3MeLaloTCsl Ha XOCTUHTE, YHUKAJbHOI0 JJIOMEHHOT'0 MMEHU U MHBIX TEXHUYECKHUX JIaH-
HBIX, C 1leJIbl0 06€30MacUThb CBOM JIMUHbIE CBEJIEHUS Ha calTaX, KOTOpble KaXyTcsl HeHaZexKHbIMU. [lofjaya
3asiBJIEHUA B IPaBOOXPAHUTEbHbIE OPraHbl, eCJI CTAHOBULILCS )KePTBOM MOllIeHHUYecTBa B ceTH MHTep-
HeT. [IpoBesieHHe 00pa3oBaTeJbHOM pabOThI MO MOBBIIIEHUIO YPOBHS MHPOPMHUPOBAHHOCTH JIIOJEd 06
OTACHOCTAX B UHTepHeTe U MeTo/Aax 3alUThl OT MolleHHUYecTBa. Kypchl mo nHdopManioHHoH 6e3onac-
HOCTH, CEMHUHAPbl U MEPONIPUSATHS, TPOBOAUMbBIE MPAaBUTEJbCTBEHHBIMU U YaCTHBIMU OpraHU3aLUsIMU, MO-
TyT IOMOYb JIIOJSM Y3HATh O pa3/IMYHBIX BU/IaX MOIIeHHUYeCTBA U HAYYNUThCA 3all[MIIAThCA OT HUX.

B cBow ouepe/b 0CO6EHHOCTH BU/OB MOIIEHHUYECTBA B ceTH MHTepHeT pasrpaHUYMBAIOTCA MO
cdepe 0611[eCTBEHHBIX OTHOLIIEHHWH, B KOTOPOH COBEPLIAIOTCA NPeCTYIJIEHUd, TPeJIMeT U cClocob coBeplle-
HUA npecTynieHns. 0co6eHHOCTh COCTaBa NPecTyIIeHUs 3aK/II04aeTcs B TOM, UTO IPU MOAUPHUKALIUU KOM-
NbIOTEPHON MHPOpPMaLMH JHO60 UHOTO BMellaTeIbCTBa B QYHKIIMOHUPOBaHUe CPe/CTB XpaHeHus, o6pa-
00TKH, Nlepe/jladyy KOMIIbIOTePHON MHPOpMaL MU UJIN UHPOPMAIlMOHHO-Te1IeKOMMYHHUKALlMOHHBIX ceTel, a
MMEeHHO B 6aHKOBCKUH CYET U TAKUM 0OMaHHbIM [IyTeM GyAYT MOXUILeHb] 6e3HaTUYHbIE CPe/ICTBA IJIaTeXa.

YrosoBHoe AesiHMEe B cdepe MHPOPMALMOHHO-TEJEKOMMYHUKAIMOHHBIX TEXHOJIOTUH CYUTAETCS
OKOHYEHHBIM C MOMEHTA MOXUIEHNS IeHEXKHBIX CPEJICTB UM 3JIEKTPOHHBIX JIEHET, a HEe C MOMEHTa UX UC-
M0JIb30BaHHUsI.

PaboTa MpaBoOXpaHUTENbHBIX OPraHOB YaCTO CTAJIKUBAETCS CO CI0KHBIMU CAY4asiMH, IZe IPeCTyI-
Hble 1eUCTBUSA J€MOHCTPUPYIOT MPU3HAKY, XapaKTepHblIe /IJIsI MOIIEHHUYECTBa, HO 0OZJHOBPEMEHHO 06J1a-
JIAal0T U JPYTUMMH, He NO03BOJIAIOIMMH OJHO3HAYHO KBaTUQHUIMPOBATb UX UMEHHO KaK MOLIEHHUYECTBO.
JTO co3/aeT 3HaYUTeNbHble TPYJHOCTHU A4 ClefjoBaTesled U oepaTUBHbIX COTPYAHUKOB, Tpebys OT HUX
IJIyGOKOr0 aHa/In3a Bcex 00CTOATE/IbCTB Jie/la, KPONOT/IMBOI0 U3yYeHHUs JieTajlell U TIATeJbHOTO COIO-
cTaBJeHUs GaKTOB C HOpPMAMH JIeCTBYIOIero 3aKoHojaTeNbcTBa. OTCyTCTBUE YeTKOM, 0JHO3HAYHOM KBa-
JrdUKalUM BJaeveT 3a COO0H PUCK HeNPaBUJIBLHOIO IPMMeHeHHUs 3aK0Ha, 4YTO MOKeT NPUBECTH K Hecllpa-
Be/IINBOMY OCY>K/I€HHIO UJIM, HA060POT, K 6e3HaKa3aHHOCTH NpecTynHUKaA. [1o06HbIe CUTyalluu TPeOYIOT
He TOJIbKO BBICOKOTO MpodeCcCHOHAIM3Ma, HO U OTPOMHOTO OIBITA, CIIOCOGHOCTH K JIOTHYECKOMY MBIIILIe-
HUIO U yMeHUs pa3bupaTh CJ10XKHbIe, 3allyTaHHbIe L[eNI0YKU COObITUM. B yacTHoCTH, /1106as ouimbKa B KBa-
JMPUKALNHN MOXKET UMEeTh IaJIEKO UYIIUeE TTOCTeICTBHUSI, B TOM YUCJIE U JIJIs XKEPTBBI IPeCTYIIEHUSL.

Oco6y10 CI0XKHOCTb NpeJCTaBJsIeT MOIEHHUYECTBO B cpepe KOMIbIOTEPHON MHPoOpManuu. XoTa
BKJIIOUeHHe OTBETCTBEHHOCTH 3a Hero B I/1aBy 21 YK PO (nocsiraTesibcTBa Ha COGCTBEHHOCTD) YKa3blBaeT
Ha OCHOBHOM 06'BEKT NMPECTYMHOIO MOCATATENBCTBA — UMYIleCTBEHHbIE OTHOLIEHH S, peaJlbHOCTh OKa3bIBa-
eTcsl 3Ha4UTeIbHO cJIoXKHee. /les1o B TOM, YTO KOMIbIOTEPHbIE IPECTYIJIEHU 4acTo 3aTParuBaloT U pyrue
NpPaBOOTHOILIEHUs, HAIpUMep, CBA3aHHble C MHPOPMaLlMOHHOM 6e30MacHOCThI0. 3/1eCh Mbl CTAJIKUBaeMCs
He TOJIBKO C OCAraTeJbCTBOM Ha UMYIIECTBO, HO Y C HapyllleHHeM KOHQUAeHI[MaJlbHOCTH, HECAHKLMOHU-
pPOBaHHBIM JJOCTYNIOM K MHOpMaLMY, TOBPeXJeHHeM JaHHbIX U APYTMMH BUJAMU BpeJa, He Bcerja Mnoj-
JAIOLIMMUCS IPOCTOM JIeHEeXKHOH OlleHKe.

Mol1eHHNYeCTBO B KOMIIBIOTEPHOH cdepe XxapakTepHU3yeTCcs aKTUBHBIMU JeHCTBUAMHU CO CTOPOHBI
NpecTyNHUKA. B oT/iMuMe OT TpaAULMOHHBIX CIOCOO0B MOLIEHHUY€eCTBa, OCHOBAaHHbIX HA 0OMaHe WJIH 3J10-
ynoTpebJIeHUH J0BepHeM, KHOepnpecTyIlJIeHUs UMEKT CBOU CllelMpHYecKHe 4epThl, NPOAB/IAIIHecs
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B 00'beKTUBHOU cTOpoHe npectymieHusa. Ctatbs 159.6 YK P® onucbiBaeT 3TH 0COGEHHOCTH, YIIOMHUHAsA
Takue JIeNCTBUS, KaK BBeJleHUe, yJiajleHue, 6JI0KHMpOBaHUe UM MoaudUKalUs KOMIIbIOTepHOU nHbOpMa-
LJUMY, a TaK)Ke KMHOe BMelllaTebCTBO»!. PaccMOTpuM noJipobHee KaKAbli U3 ITUX TEPMHUHOB, UTOOLI ITOJIHEE
HNOHSATDb CYTh U CJIOKHOCTb KBaJUPUKALUU TOJ00HBIX IPECTYILJIEHUH.

BBeieHue nHPopMaIMu - 3TO He MPOCTOe A06aBJIeHUE JaHHBIX, a [jeJleHallpaBJIeHHOe BHECEHUE UH-
dbopManuy B KOHKpPETHYI0 6a3y JAaHHBIX, 4aCTO C UCIOJb30BaHUEM CHELUATbHbIX MPOTPAMMHBIX CpPEJICTB
WM TEXHUYECKUX YCTPONCTB. ITO MOXKET ObITh BBeJEHUE JIOXKHBIX CBeleHUH, panbcudukanus JaHHBIX,
noAMeHa UHGOpManuu Uiy job6aBaeHre nHGOpPMaLUY, TpeJHA3HAYEHHOMU [/ BBeJleHUS B 3a0JIy>KIeHue.
Heo6xoauMo TIaTeJbHO U3y4YaTh METO/IbI, UCIOJIb30BaHHbIE IPECTYIHUKOM, AJIs ONpeje/ieHUs HaMepe-
HUH U CTeleHU Bpe/ia, HAHECEHHOTO XKepTBe.

Ynanenue nHdopMaLuu — 3TO MOJHOE UK YACTUYHOE YHUUYTOXKEHUE JaHHBIX. 3/1eCh BAXKHO ollpejie-
JINTb 3HAYKMMOCTb yAaJ€HHON HHPOpMaLMY, ee [IeHHOCTb JIJIsl KEPTBHI U 1jeJI1 IPecTynHUKa. bbLio siu yaa-
JieHue LieJleHallpaBJeHHbIM aKTOM MOIIEHHUYECTBa, UM 3TO 6bLJI0 CIyYalHBIM AeHCTBHUEM, He UMEIIIUM
NpPsSIMOTO OTHOILEHUSI K MOLIEHHUYECKUM LieJISIM.

ByiokupoBaHue UHGOpPMaLUKY — 3TO OrPaHUYEeHMe JOCTyNa K MHopMalUU. ITO MOXKET ObITh BpeMeH-
HOe WJIU NOCTOsIHHOE 6JI0OKHPOBaHUe, OJIHOE WU YacTU4HOeE. Llesib Takoro AelcTBUS — 4acTO BbIMOraTe lb-
CTBO, 6JIOKHpOBaHUE BaXXHON MHPOpPMaLUK B 06MeH Ha BbIKYIl. BaXkHO yCTaHOBUTB Lie/ib NPECTYIIHUKA U
yl1ep6, HAaHeCEeHHBIH XXepTBe B pe3yJbTaTe 6JIOKHPOBAHUS UHPOpMaALUH.

Moauduxanya nHpopMaL Uy — 3TO U3MEHEHUE CYIIEeCTBYIOUIUX JAaHHBIX. JTO MOXKET ObITh U3MeHe-
HUe PP Ha 6GAHKOBCKOM CYeTe, U3MeHEeHHe MepCOHANbHBIX JaHHBIX, OMeHa JOKYMEHTOB U T.J. BaxkHo
onpeJe/INTh XapaKTep U3MEHEHUH U UX BJIMsIHAE Ha IPAaBOOTHOILEHUS MeX/ly Y4aCTHUKaMHU.

MHoe BMelaTeNbCTBO — 3TO LIMPOKOE MTOHSATHE, OXBAaThbIBalO1lee BCe IpoYHe AelCTBUS, CBS3aHHbIE C
HeNpaBOMEPHBIM JOCTYIOM U MaHUNYJSALUSAMU C KOMIbIOTepHOU HHbOpMaLHell. ITO MOKeT O6bITh BUPYC-
HOe NopaXkeHHe, HeCAaHKIIMOHUPOBAHHbIN JOCTYI K CUCTEME, OTKa3 B 0GCAYKUBAHUU U JIpyTrUe AelCTBUS,
HanpaBJ/ieHHble Ha HapylleHue HOPMaJbHOT0 GYHKLIUOHUPOBAHUS KOMIIbIOTEPHBIX CUCTEM U IPUUUHEHUE
BpeJia XKepTBe.

KBanudukanus MolleHHUYeCKUX AeHCTBUN B chepe KOMIbIOTepHOU UHPopMauuu TpebyeT riy6o-
KOTO aHaJ/IM3a BCeX 06CTOSATENbCTB ZieJ1a, TIATeJbHOI0 U3yYeHusl JeHCTBUM pecTyHUKA, LieJiell npecTyn-
JIeHUs1 1 HaHeCeHHOTr 0 BpeZa. ToJbKO IPH yyeTe BCeX HIDAHCOB MOXKHO IPUHATh 060CHOBaHHOE pellleHHe U
NpPaBUJIbHO KBAJTUPUIIMPOBATH COBEPIIEHHOE NPECTYIIEHHE.

Hamemy 3akoHoJaTesl0 TakKe HEOOX0/JMMO BBECTH HOBbIE NIPABOBBIE 0JIOKEHUS, PETYJINPYIOLHe
OTBETCTBEHHOCTb 33 «QHUILIMHI», a TaKKe 60Jiee TUIATEJbHO KOHTPOJUPOBAaTh 060POT 6HOMETPUYECKUX
JlaHHBIX. BUOMeTpHs MOXKeT HCI0JIb30BaThCs AJ1s1 MHOXKECTBA IieJIeH, B TOM YHCJIe AJ1s1 061eCTBEHHO-0Nac-
HbIX. B Poccuu yxe pelictByeT cuctema «['ocycayru.bruomerpus», objierdaronias Takue JeMCTBUSA, Kak I10-
JlyueHre 6aHKOBCKUX YCJIYT, 3aKJII0YEeHUE JOTOBOPOB CBsI3U U 0opMJIeHH e 3JIeKTPOHHOU noanucu. OfHako
6e3 HaJIEKHOU 3alMThl 3TU TEXHOJOIMU MOTYT CTaTh LeJSIMU JJ15 3JI0YMbIIIJIEHHUKOB, IbITAIOLHUXCS HC-
[10/1b30BaTh JINYHbIE JJAHHbIE KEPTB /1J151 COBEPILEHUS] IOPUAUIECKU 3HAYUMbIX e ICTBUH.

[Tos06HO0 TexHoJiorHU «deepfake», 0 KOTOpOH rOBOPUIOCH paHee, «GUILIUHT» TAKXKe «He UMeeT 0pH-
LJUaJIbHOTO OINpe/ie/IeHUs] B POCCUMCKOM 3aKOHO1aTeJbCTBE, YTO 3HAYMTE/IbHO 3aTPYyAHSIET ero KBaaudu-
kanuto. OJiHaKo nmpo6JyieMaTHKa «pUITMHTa» B HAIlIEM MPaBe yKe ToJiIKoBaJsiack. B 2017 rogy BepxoBHbIH cy /g
Poccuiickoit @efepanuu Aaa n1oJApooHble pa3bsCHEHUS] OTHOCHUTENbHO NPABOBLIX ACEKTOB MOLIEHHUYE-
cTBa B cpepe KOMNbIOTEPHON HHPOPMALUU»2, COrIaCHO 3TUM pas3bsiCHEHUAM, « QUILIMHI» HEO6XOAUMO KBa-
JUPULIMPOBATH KaK KPaXKy, @ He KaK MOIIeHHUYeCTBO.

OaHakKo MbI CYMTaeM, YTO BEPXOBHOMY Cyly TpeboBaJoCch 60Jj1ee NoJpo6HO pacCMOTPETh ClleUUKY
«pUIIMHTa», TOCKOJIBKY JesiHUe BCerja NpoXoAUT 6e3 HelloCpe/ICTBEHHOI0 KOHTAKTa MeX/y NpPeCcTyIHU-
KOM M ’KepTBOM, HO He 006513aTeJIbHO COBepIIAeTCs TalHO, Kak Kpaka. [loaToMy, B HayKe npeJjiaraeTcs «KBa-
JUGUIUPOBATH «PUIITUHT» N0 cTaThe 159.6 KaK MOIIEHHUYECTBO B chepe KOMIbIOTEPHOU HHPOpMAIUU»
[8, c. 52-57], uTo npe/cTaBJsieTcs 60siee pa3yMHbIM U palluOHAJIbHBIM, OJJHAKO MOJHOCTbIO HE PaCKpbIBaeT
CYTb SIBJIEHUSI.

! Yronosuulii kogekc Poccuiickoit ®egepanyu ot 13.06.1996 Ne 63-03 (pea. ot 28.12.2024)) // CobpaHue 3aKoHOAa-
TesbcTBa PP. 17.06.1996. Ne 25. Ct. 2954.

2 [loctanosnenue [lnenyma BepxosHoro Cyza Poccuiickoit ®esepanuu o 30.11.2017 Ne48 «O cye6Hoi NpaKTHKe 110
JlesiaM 0 MOILIeHHUYECTBE, IPUCBOEHUU U pacTpaTte» // Poccuiickas rasera. 11.12.2017. Ne 280.
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[Tox craTthio 159.6 noAnazaeT BMeIIaTeNbCTBO B paboTy MHPOPMALMOHHBIX CUCTEM, HO «PULIHMHI»
0OBbIYHO CTPOUTCS Ha oOMaHe MOJib30BaTesied uepe3 CO0OIleHHs] WU 3BOHKU. [loaToMy Heob6xoLUMO
paspabaTbiBaTh OT/EJbHYIO CTAThIO /i HaKa3aHHUs 32 «pUIIMHT» U YCTAHOBUTDL €ro OMUCaHWe B HOpMa-
TUBHBIX aKTax. [I03TOMy Ha JaHHOM 3Tale TpebyeTcs NpelyCMOTPETh OTebHbIN YT0JI0BHO-IIPABOBOM CO-
CTaB JJ15 HOBOTO BH/Ia IPeCTYIlJIeHUsl — «QUILIMHTa» U OTBETCTBEHHOCTD 3a €ro COBeplIeHHe, a TaKXKe B paM-
Kax ApYyruX HOPpMaTUBHbBIX IPABOBLIX aKTOB YCTAaHOBUTDL OIMCAHUE €TI0 BU/IOB.

Mbl cyuTaeM, YTO KJIOYEBOM COCTABJISAIOIIEH pa3BUTHUS YTOJIOBHOTO 3aKOHOJATeJbCTBa B cdepe
KUOGEepIpeCcTYyIHOCTU TAKXKe J0JKHA CTaTh popManusanus NPUHIUMIOB CTPAaTeruyeckoro MpOTHUBOAEH-
CTBUS 3THUM BHJaM NpPECTYIVIEHUH C eJibl0 06ecrneYeH sl YCIeUIHOT0 pearupoBaHus Ha ee MPOsiBJAEHUS.
«BaKHBIMU COCTABJSAIOIUMH TaKOH CTPATErUU MOTYT CTAaTh CO3/JaHUE B KaXK/IOM pervoHe Clieliuajnu3nupo-
BaHHBIX MOApPa3/e/eHUi, HeloCpeJCTBEHHO 3aHUMAIOIIUXCA JAeTalbHOW pa3paboTKON MeCTHOTO 3aKOHO-
JlaTeJIbCTBa U BHeJApPeHHEeM pa3/IMuHbIX IPOrpaMM Mo NpoduaaKTHKe KUGePIpeCcTyIJIEHUH, a TaKXKe COOT-
BETCTBYIOIlasl NOATrOTOBKA U NOBBIIIEHHE KBaJWPUKALMU NPaBOOXPAHUTENbHBIX U CYJeOHbIX OpraHoB
B 3To# chepe» [9].

Mbl y6ex/eHbl, YTO KJIOUYEBbIM aclleKTOM Pa3BUTHUS 3aKOHOJATENbCTBA B OTHOLIEHUU KUbeprpe-
CTYIHOCTH JIO/LKHO CTaTh CO3/JaHUe CTPaTeruu NpoTUBOENHCTBUS TaKUM NpPeCTyIJIEHUSAM /s obecneye-
HUs 60s1ee 3G PEeKTUBHOr0 OTBETA HAa UX OSABJIEHUE. DJIEMEHThI 3TOM CTpaTeruu MOTYT BKJIIOUATh CO3JjlaHHUe
CHelUaTu3UPOBAHHBIX MO/Ipa3/ieJIeHUH B KOK/JOM perdoHe /15 IeTaJIbHON NPOopaboTKH MECTHOI'0 3aKOHO-
JlaTeJIbCTBA, BHeAPEHUE IPOorpaMM NpoPpuaakTUKU KUOepIpecTyIJieHUH U OBbILIeHU e KBaJIUPUKALUH CO-
TPYHUKOB MPABOOXPAHUTEJbHBIX U Cy1eOHBIX OPTaHOB.

Takke Ha AaHHOM 3Tale KpaiiHe BaXKHO ONMUPATbCS HE TOJIbKO Ha COOCTBEHHBIM ONBIT GOPBHOEI
C KU6GepHnpecTyNHOCTbIO, HO M aHaJIU3UPOBATh MOCAeHUEe MeXAYHApoJHble METOAUKHU U Jydllue Mpak-
THKH, MOAXO0AbI K KJIacCCUPUKAIUU U KPUMHUHAIU3ALUU NPECTYIIEHUH B chepe KOMNbIOTEpHOU HHPopMa-
uuu. MexyHapoAHblii 06MeH MHpopMaluell 10 HOBBIM BUJAM NPECTYIJIEHUSIM MOXET CIO0CO6CTBOBATD
M3MeHEeHUI0 UM CO3/JJlaHUI0 3aKOHO/,aTeJleM HOPMAaTUBHbBIX IPABOBbLIX aKTOB, KacalIUXCcs UHGOpMaIMOH-
HOU CeTH, IOCKOJIbKY KaXKasl yroJI0BHas1 OJIUTUKA UMeeT CBOU YHUKA/bHbIE 3JIeMEHTHL.

B 3TO# CBsI3M HEO6XOAUMO POBECTH aHa/IU3 pa3zesia 0630pa 0 COCTOSTHUU NPeCTYNHOCTU B Poccuit-
ckoit @esepanyu 3a sHBapb-AeKadbpb 2024 r., npeacraBiaeHHoro OKY «I'1aBHbIM HHGOPMaLIMOHHO-aHAIU-
THUYECKUM LieHTpoM» MUHHCTepCcTBa BHYTPeHHUX Jes Poccuiickoit @efepanuy, B XoJe KOTOPOTO MOXKHO
CAeJIaTb BBIBOJ, O TOM, YTO IPUHHUMAaeMble roCylapCTBOM Mepbl N0 NPOTUBOAENUCTBUI0 NPECTYIJIEHUAM,
COBepILIAEMbIM C UCNIOJb30BaHNEM HHPOPMALOHHO-TEJEKOMMYHHUKAI[MOHHBIX TEXHOJIOT UM MPUHOCAT I0-
JIOXKUTeJIbHbIEe Pe3yJIbTaThbl B OHUX CKJIa/bIBAIOIIUXCA YCAOBUAX U UMEIOT HEKOTOpBIE CJI03KHOCTH B Jpy-
rux cutyanusx. CBo[Hy0 HHGOPMAIUIO MOXKHO BUIETh B Ta6J1. 11,

Tak, He Ha6JI0/1aeTcs 06llee CHMXKEHHE pacCMaTPUBAEMOTO BH/A IPECTYTJIEHUH, BCET'0 KOJTUYECTBO
JlesTHUI, COBEPLIEHHBIX C HCI0/1b30BaHHEM HHPOPMALIMOHHO-TE/IeKOMMYHHKALMOHHBIX TEXHOJIOT Ui UJIN B
chepe KoMnbiOTepHOU MHOpManuK yBeauuuaocb Ha 13,1% no cpaBHeHHIO C aHAJOCMYHBIM [1EPUOA0M
2023 r., umeetcqa cHmxeHue Ha 13,1% npecTynjieHWH, COBEPIIEHHBIX C UCII0Jb30BaHUEM WUJIM NPUMEHe-
HUEM: paciyeTHbIX (IJIACTUKOBBIX) KapT, Ha 61,8% c ucnoJyib3oBaHUEM PUKTHUBHBIX 3J1EKTPOHHBIX IJIaTeXel
Y 3HAYMTeJIbHOE CHIXKeHUe MOIIeHHUYeCTBa C UCN0J1b30BaHMEM 3JIEKTPOHHBIX CPEJICTB I1aTexa cT. 159.3
YK PO Ha nenbix 88,9% u Ha 25,9 % - MolieHHHU4YecTBa B cdepe KoMnbloTepHOH nHPopManuu ct. 159.6 YK
P®, yTo noATBEPKAAET NPABUIBHYIO U KOMIETEHTHYIO pab0Ty NPAaBOOXPAHUTEIBHOM CUCTEMBI B IaHHON
coepe.

B03M0>XHO Ha JUHAMUKY MOBJIHSJIO OTKJIIOYEHHE TPAHCIPAHUYHBIX IJIaTeXel M0 MeX/yHapoJHbIM
KapTaM, a TaKKe HaXOXK/leHue CyLleCTBEHHOM J10/1U «beHepUIIMapoB» U UCIOJHUATENe! MOLIeHHUYEeCKUX
cxeM 3a npezenaMu Poccuiickoit @espepanyy, KOTOpble Ha BpeMs NOTepPsJId BO3MOXKHOCTb paboTaTh, 3a-
Me/lJIeHre OOLIMX TEMIIOB POCTa MOILIEHHUYECKUX aTaK Ha KPUTHYeCKHe 00'beKThl MHPPACTPYKTYpPhbl U 6aH-
KOBCKHUE NpeAnpUsaTHs. MHOrMe KOMIIaHUU YCIeJIM BbIPaboTaTh U BHEAPUTD MEPHI 10 3aLUTE CBOUX PECYP-
COB, aJJaiTUPOBATLCS K HOBBIM YCJOBHUAM paboThl. [lepeopueHTalss MOLIEHHUKOB Ha Apyrue 3ajauyy,
B3auMmozeictBue MB/] Poccuu u llenTpanbubiM baHnkoMm Poccuu, B paMkax KOTOPOTO B peXKUMe peaibHOTOo
BpeMeHU OpraHu30BaH UHGOPMAIIMOHHBIM 06MeH MeX/1y rocopraHaMy, NPaKTUYeCKU UCK/IYEH NMPOMYCK
MHOCTpPaHHOI0 TpaduKa C UCII0JIb30BaHUEM MOJMeHbI TesJePOHHbIX HOMEPOB, TaKXKe 6aHKaM MpeJ0CTaB-
JIEHO IPaBo Ha /IBOe CYyTOK NPHOCTAHABJUBATD ONEPALUU 110 TIEPEBO/Y CPEACTB CO CYETOB KJIUEHTOB.

! Pexxum pocryna: https://MBa.pd/reports/item /60248328 /file:///C: /Users/An/Downloads/Sbornik_UOS_2024.pdf.
3arJ1. c akpaHa. ([aTa o6pamenus: 20.03.2025).
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Ta6suna 1 - CBeAeHUs 0 NPECTYIVIEHUAX, COBEPIIEHHBIX C HCIO/Ib30BaHUEM

UHPOPMALHOHHO-TEJIEKOMMYHUKAIUOHHBIX TEXHOJIOTHIA
WK B cpepe KOMIbIOTEpHO HHPpopManuu 3a 2024 roj,

Table 1 - Information on crimes committed using information and telecommunication technologies
or in the field of computer information in 2024

3aperucTtpupo-
BaHO (B OTYETHOM B ToM 4uciie, BhISIBJIEHHBIX COTPYAHUKAMU
CBeJieHUs 0 IPECTYIJIEeHUsX,
nepuoze)
COBEepIIEHHBIX C UCI0Jb30BaHUEM
HHGOPMaIMOHHO-TEJIEKOMMYHHUKAI[H- C”egl;:::g:“x ;)Hp;f::;_ GD%I;:;}:SZ-
OHHDIX TeXHOHOEHH uM B Chepe Bcero *+~B | ClIeiCTBEHHOrO KO- HUX JeJ HOU CJ1yK0bl
KOMNBIOTEPHOH HHOPMALHH % muTteTa Poccuiickoit 6e30MacHo-
depepanuu CTH
Bcero npectyn/ieHui, coBeplLIeHHbIX
C MCN0JIb30BaHUEM UHGOPMALIMOHHO-
TeJIEKOMMYHUKALMOHHbIX TEXHOJIOTUU 765365 13,1 2862 755094 4890
WU B chepe KOMIbIOTEPHOH
nHbopManuu
W3 HUX TSXKKHUX U 0CO00 TIKKUX 369267 7,8 1847 363375 3060
B TOM UMCJIe COBEPLIEHHBIX C UCI0JIb30-
BaHHWEM WJIM IPUMEHEHUEeM: PaCUeTHBIX 115469 -13,1 339 114734 242
(M1acCTUKOBBIX) KApT
KOMIIbIOTEPHOUN TEXHUKU 42347 16,4 225 40357 1197
NpPOrpaMMHBIX CPEJCTB 13461 10,6 82 13023 251
(UKTUBHBIX 3JIEKTPOHHBIX IJIATEXel 615 -61,8 4 536 63
cetu «MlHTEepHeT» 649064 23,2 2273 640897 4035
CpesiCTB MOOUJIBHOM CBSI3U 346035 14,3 560 344070 980
B TOM UMCJIe KpaXka i
or. 158 VK P& 105937 11,1 454 105330 27
MOILIEHHUYeCcTBa
cT. 159, 159.3,1159.6 YK P® 380344 68 222 379445 278
M3 HUX MOLIEHHHUYeCcTBa
r. 159 VK P& 379762 7,5 213 378887 267
MOILIEHHUYEeCTBa C UCI0Jb30BaHUEM
3JIEKTPOHHBIX CPEJCTB IlJIaTexa 273 -88,9 6 261 2
cT. 159.3 YK P®
MoOlIEHHUYeCcTBa B cdhepe KOMIbIOTEP- i
Hoi uHopManuu cT. 159.6 YK PO 309 259 3 297 9

K mo/si0uTeNbHBIM NIpYMepaM TaKXe Mbl MOXKeM OTHEeCTH, YaCTHMYHBIM pOCT ypoBHA GUHAHCOBOH
rPaMOTHOCTU HaceJsleHUs, TpaXkJiaHe BCE yallle paclio3HAIOT YJIOBKM MOLIEHHUKOB U Nlepe/laloT UX HoMepa
JIJ11 6JIOKMPOBKH, OCYLLIeCTBJsAeTCA UHPOPMUPOBAHUH O TOM, UTO JleHeXKHble CPeJ/ICTBa Ha CYETe MOTePsIH-
HOW/Hal/leHHOM KapThl IpHUHaJJ/IeXaT eé BJaJie/blly, a UX He3aKOHHOE UCI0JIb30BaHUE BJIEYET yrOJ0BHYIO
OTBETCTBEHHOCTb, YTO HEOOXOAUMO YBEeIOMUTDb O HAX0/iKe KPeJIUTHYI0 OpraHu3aluio (1o TesaedpoHy rops-
yel JIMHUY WK B OT/leJleHUuH 6aHKa). Coob1ieHus1 B ”HGOPMALlMOHHOM I10JIe M Ha CTeH/IaxX KpeJJUTHBIX Op-
raHU3aluy 0 TOM, UTO eCJIM 0OJIM30CTH eCcTh 0prC GUHAHCOBOM OpPraHM3allMy, BNy CTHBIIEH HalJeHHYIO0
KapTy, MOXKHO OTHECTH eé TyJia - COTPYJHUK 6aHKa 3a6JI0KUPYeT AOCTYI K KapTe, YTUJIN3UPYeT MJIACTHK U
COOGIIUT BJIa/lesIblly 06 3TOM. B HayYHbIX TpyAax UMeIOTCS 0606111eHusI JAHHOTO BU/ia KPUMUHAJ/IbHBIX S1B-
JleHus, HanpuMep, /I. H. BeTpoBbIM npe/iyio’KeHbl Clefyolye ClIocoObl COBepPLIEHUs XUIeHUH:

«e Mcnosib30BaHMe HalJeHHOM U JIM YKpaJIeHHOW KapTO4YKH JiJ151 OIJIaThl TOBAPOB U YCJIYT WJIK/H 1O~
JIy4eHHS HaJIMYHBIX JleHeT U3 6aHKOMaTOB,
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o [logenka caMoy NJIACTUKOBOM KapThl UJIM €€ OTTUCKOB,

e [loslyyeHHe HE3aKOHHBIM NYyTEM OTTHCKOB HACTOSIILeH [JIaCTUKOBOM KapThl,

e MoLIeHHUYEeCTBO C KapTaMHy, He M0JlyYeHHbIMU 3aKOHHBIM JiepaKaTesleM,

e [loslyyeHHe NpecTYHUKaMK HAaCTOSIIMX MJIACTUKOBBIX KapT MyTeM opOopMJIeHUs 3asBOK Ha MOJ-
CTaBHBIX JIUL,

e Mcnosib30BaHME CIaOBbIX MECT TEXHOJIOTUH 06PabOTKH IJIaTeX e, COBEPIIEHHBIX C TOMOIIIBIO «I1JIa-
CTUKOBBIX» JIEHET,

e MoIlleHHHY€eCTBa, COBepIllaeMble 3aKOHHBIMH JlepiKaTesIsIMU MJIaCTUKOBBIX KapT» [10, c. 48-49].

CHuxxenue Ha 11,1 % B kaTeropuu Kpaxa cT. 158 YK PO 06'beKTHBHO 00bsICHSIETCSI U3MEHEHUEM KBa-
nrdUKaLM AesTHUH B Ipoliecce Npe/iBapUTeIbHOTO C/1eICTBUA U Cyle6HOTr0 pa3oupaTe bCTBa, CB3aHHbIe
C pa3bsCHeHUAMM JaHHbIMM BepxoBHBIM cyfoM Poccuiickolt ®efepanuy, Tak Kak CyJeb6Has MpaKTHKa
[0 IPYMeHEeHUI0 NPUBE/IEHHBIX B OTYETe CTaTel npoTuBopevrBa [0 ocTa/bHBIM IOKAa3aTelsIM HMeeTCs
NOJIOXKUTeAbHBIHN pocT. Takyke, Kak Mbl BUUM, 60JIbIlIasA 10/ MOLIEHHUYECTB B UHQOPMaLlMOHHOH cpefie
BBISIBJISIIOTCA COTPYJAHUKAMU OPTaHOB BHYTPEHHUX U OTHOCATCS K UX KOMIIETEHI[UU, YTO NOATBEPKAJET
3arpy€HHOCTb CJiefloBaTeslell YKa3aHHBIM BHJOM NPECTYIJIEHHH NpU 3HAYUTEJbHOM KaJApOBOM
nedunure.

3ak/nloyeHue

JlelicTByOLIEE POCCHIICKOE 3aKOHO/ATENBCTBO B chepe KH6epnpecTyIHOCTH HYK/1aeTcsl B 0GHOBJIe-
HUM U COBEPIIEHCTBOBAaHUU. Ha JaHHOM 3Tarne Ba’KHO «pa3paboTaTh Mephl 0 MpeyNpexJAeHHI0 U Ipece-
YeHHI0 KUGepnpecTyNeHUH, MOBBIIIEHUI0 YPOBHSA UX PAaCKPbIBAEMOCTH, a TaKKe Ha popMHUpoBaHUE 3-
$eKTHUBHOIO 3aKOHO/AATEJbHOI0 MeXaHU3Ma, HAallpaB/JeHHOI0 Ha COBEpLIEHCTBOBAHWE U PeryJHpoBaHUe
Mpo6JIEMHBIX UJIH HeyperyJupoBaHHbIX po6JieM JaHHOU cdepbi» [11].

Hesnb3s He 0603HaYUTB NPO6/IEMY HeXBAaTKH CllellMaIu3UPOBaHHbIX CPEe/ICTB U COBPEMEHHBIX METO-
JI0B paccyeloBaHUsA — OJHA U3 IJIaBHBIX Npob6JsieM. CUTyalys OC/A0XKHAETCA Hel0CTaTOYHOHN NOrOTOBKON
COTPYAHHUKOB NPaBOOXPaHUTEJIbHBIX OPTaHOB B chepe KHubepbe3onacHOCTH. MHOrMe CnenyaaucThl, pabo-
TalwIlHe B TPaJULIHOHHBIX 00J1aCTAX NPAaBOOXPAHUTENbHON AeATeNlbHOCTH, IPOCTO He 06J1aJjal0T He06X0-
JMMBIMH 3HaHUSIMU U HaBblKaMU /15 3G PeKTUBHOIO paccieloBaHusA KubepnpecTynieHud. Takxke, He0O-
XOJMMO Cepbe3HO YCUJIUTh MaTepHaJbHO-TEXHUYECKOe obecreyeHHe MoJpa3fieeHruH, 3aHUMaloLXCs
paccyiejoBaHHEM KHOepIpecTynjeHUH. ITO KacaeTcsl KakK CIeLHaJbHOTO MPOrpaMMHOTO o6ecrnedeHust
JIJI1 aHAJIM3a JJAHHbBIX U BbISIBJIEHUS NPECTYTHOM aKTUBHOCTH, TaK U COBPEMEHHOI'0 060pY/10BaHUA JIJIsI MO-
HUTOPHHTA CETU U NIPOBEJEHHUS ONIEPATUBHO-PO3bICKHBIX MEPONPUATHN. be3 3HaUUTENIbHOTO yBeJIUYEHUSs
drHaAHCUPOBaHUs 3THUX HaNpaBJeHUH peanbHO 3dpdekTHBHasA G0pbba € KUOEPNPECTYNHOCTBIO GyAeT
HEBO3MOXKHA.

B pesyJsibTaTe pacCMOTPEHHBIX X HOBBIX IOCTOSIHHO 0OHOBJIAIOLINXCA ONIACHOCTEN B KUOepNpoCTpaH-
CTBe He06X0JMMO peaqn30BaTh KOMIIJIEKCHYIO CTPATeTrHI0 POTHUBO/IeHCTBUA KNOEPPeCTYyIHOCTH Kak Ha
HallMOHaJIbHOM, TaK M Ha MeX/yHapoJHOM ypOBHe, a TaKXe pa3paboTaTb KOHKPeTHbIe METO/Abl 6OPBLOEI
€ 3TOH Ip06JIEMOM.

[lo pesynbTaTaM Hcclef0BaHUA M aHa/lM3a CTaTUCTHUYECKUX JAHHBIX OTHOCUTEJBHO 4YMc/a Kube-
paTak 3a HayaJo 2023 r.,, YHCJIeHHOCTH UHTepHeT-N0/1b30BaTe/el, HanboJee NOMYAAPHBIX COLMATbHBIX Ce-
Tell B PO, paciieHOK Ha yc1yru KubepnpecTynHUKoB B Telegram, 66114 cZies1aHbl C1eyIOIHe BbIBOAbI: IPO-
HCXO/UT HENpPEPBIBHBIA POCT YMC/JIAa MHTEPHET-IO0JIb30BaTeJeH, B TOM YHCJIE XAaKEPOB, B CBSI3U C YEM
pacieHKH Ha UX yCJIYTH MOHUKAIOTCS, U PACTET KOJUYECTBO COBEPIIAEMbIX KHOEpATaK, OHAKO B JaHHOU
CUTYaIl¥ YUCJIO TAKUX aTaK MOXET 3aBUCETh U OT APYTruX GaKTOPOB, HAIPUMED, MEXK/AyHapoHas 06CTa-
HOBKaQ, POIECC COBEPLIEHCTBOBAaHUS | T-TeXHOIOTUH, penyTaLys I0pUAYeCKUX JIUL U ApyToel,

[lo pe3ysibTaTaM U3y4eHUs JAaHHBIX cTaTUCTUKU MB/] PO 3a 2023 ron, ucxoAs U3 KOTOPBIX HAb6JI0-
JlaJicsl CTabUIbHBIN POCT KUOEepNpecTyMHOCTH, 6111 cPOpPMYIHPOBaHbI CleyIolLe IPUYMHBIL: B KaueCcTBe
M0JIOXKUTEJIbHBIX BbICTyNaeT BO3MOXKHOe MOBBIIIeHHe KayecTBa paboThbl MPaBOOXPAHUTENbHBIX OPTaHOB,
0/IHAKO, MO>XHO Ha3BaThb U PAJ, HeraTUBHBIX IPUYMH. B MX 4MC/I0 BXOJUT A,0CTaTOYHO CJI0XKHAsA CUCTeMa KU-
6eprnpoCTPaHCTBA, a TaKXKe LMMPOKUH MacIITab pacnpocTpaHeHUs KUbepnpecTynaeHuH.

M3 3TuX AByX NMPUYMH BBITEKAET TPEThS — AOCTATOYHO JOJIUH MPOLECC paccyieloBaHUsA JJAHHOIO
BU/ia IpecTyI/IeHUH. TakKe CTOUT OTMeTUTD, UTO 6OJIbIIMHCTBO U3 HUX JIaTeHTHBI B BUAY GaKTa COKPbITUSA

1 DIGITAL 2023: T'no6anbHbIN 0630pHbIN oTueT // DataReportal: caliT. Pexxum poctyna: https://datareportal.com/re-
ports/digital-2023-global-overview-report. 3ar.. c akpaHa. ([lata o6pauienus: 03.12.2024).
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JIn60 npodecCUOHANTbHBIX HABBIKOB MPECTYIMHUKOB U [JIp. 3a4acTyl0, BBUAY CTPOTrON «MaJOYHOU CUCTEMBI»
B opra"ax MB/] P®, BBuz1y 6ecriepclieKTHBHOCTH [ieJ1a, COTPYAHUKHU B CTATUCTUYECKUX KAPTOUKAX YKA3bIBAIOT
JPYTyio KBaauUKaLMIO0 COBEPLIEHHOI0 PecTyIyeH!s (06bIYHOE MOLIEHHUYEeCTBO BMECTO KUOEpPMOLLIEeHHU-
yectBa — 159 YK PO BmecTo 159.6 YK PO u ap.)

OAHUM U3 0CTATOUYHO MPOOIEMHBIX aCIIEKTOB PACKPBITHSA TOJ06HOT0 BU/IA MPECTYIJIEHUH ABJISETCS
AHOHUMHU3AIUsI UHTEPHeT-NpocTpaHcTBa (Meccenmkep Telegram). YyacTUIUCh cydyau MOLIEHHUYECTBA
C UCIO0JIb30BaHMEM YCOBEpLIEHCTBOBAaHHBIX MOIlIeHHHUUYeCcKHX cxeM. [lo pesy/ibTaTaM aHa/v3a JaHHbBIX
YPOBHS 3allUIEHHOCTH KPYNMHEHWIIWX POCCUMCKHX KOMIAaHUU OT KubepaTak, O6blJIO YCTAaHOBJIEHO, UTO
nopszaka 96 % kKoMnaHUN UMeEIOT YSI3BUMOCTH B CBoUX IT-cucTeMax, 4TO TOBOPUT O BBICOKOM PHCKe aTak
Ha UX K1Ub6ep6e30nacHOCTh, a 3aTeM U Ha KOHOUeHIMa/IbHbIe JaHHble U cyeTa B 6aHkax!. CieflyeT noJyepK-
HYTb, UYTO peTryJUpoBaHue UHPOPMaALMOHHOU cdHephl, C y4eTOM CJA0KHUBLIENCS COBpeMEHHON 06CTaHOBKHU U
MOIIIHOYM aKTUBU3aLUU IPECTYIHOM JeATeJbHOCTH, TpebyeT 0c060ro BHUMaHUS.

Takke CTOUT OTMETUTD, UTO CO3/JaHUE CIIEIUaTU3UPOBAHHBIX I'OCYAAaPCTBEHHBIX OPraHOB U KUbep-
BOMCK SIBJISIETCS BAXKHBIM IIArOM HAa MYTH K CTAaHOBJIEHUIO 0G€30MacHOTo rocygapcrba. Kak mokasbiBaeT
MpaKTHKa, 6€3 TPaBUJIBHOT0 U 3¢ PEeKTUBHOIO MPABOBOIr0 PeryJIMPOBAHUS 11€/1eCO06PAa3HOCTh JIIOOBIX HO-
BOBBeJIEHUH TePSIETCS, I03TOMY, C{UTAaeEM HEOOXOIUMBIM, IPOBECTH MEPECMOTP AeHUCTBYIOIEr0 3aKOHO/a-
TEeJIbCTBA U BHECTHU COOTBETCTBYIOIIME MU3MEHEHHUs, /s 3al[UThl HAl[MOHAJbHBIX UHTEPECOB U 60PbHOBI
C TOCTOSIHHO PACTYIIMMHU KUOEepyTrpo3aMHu.

B snoxy uudpoBr3sanuy peleHye o TOM, Kak OpraHM30BaTh N0A06HOE Mo/ipas/iesieHre — C034aTh OT-
JleJIbHOe BeIOMCTBO UJIM BKJIFOUMTD €ro B COCTAaB yiKe CYLeCTBYOLMX CUJIOBBIX CTPYKTYD, Takux Kak ®CB,
MB/l wiu PocrBapausi, TpeOyeT JeTaJlbHOTO aHa/Ju3a 33/a4, BO3MOXKHOCTEH U 0COGEHHOCTEM JaHHBIX
CIyx0.

CosaHue OTAEJbHOr0 CaMOCTOSITEIbHOTO BeloMcTBa («KubepBoiicKka») KOHEUHO Ke UMeEeT psij] mpe-
MMYIIECTB:

- OT/leJIbHOE BEIOMCTBO OY/eT MOJIHOCTBIO COCPE0OTOYEHO Ha MPeJOTBPalLlieHHH U paccjieJOBaHUU
Kub6epyrpos, BKJovas KaK BHELIHHe (XaKepCcKue aTaku U3-3a py6exa), TaK U BHyTpeHHUe.

- CMOKeT KOOPAMHHUPOBATh YCUJIHUS MEX/Y Pa3JIUIHBIMU OCYAapCTBEHHBIMH CTPYKTYpPaMH, BKJIIO-
yasi MUHUCTEPCTBA, CUJIOBbIE BeIOMCTBA U APYTrHe OPTraHbl, TO eCTh UMeThb BBICUIYIO CTeNeHb KOOPJUHAIU-
OHHOM J1eITeJIbHOCTH.

- TO3BOJIUT 00'beIUHUTD YeJI0BeUeCKHe PeCypChl pas3/IMUHbIX CIIEIIUATUCTOB 10 KHO6ep6e30MacHOCTH
M3 pa3HbIX BEJJOMCTB, BO3MOXXHO CTPaH, YTO 06eCHeYuT eJUHbIN 0JX0/, K OCTaBJEHHBIM 3aJjayaM C Uc-
[0JIb30BaHUEM INlepe0BbIX TEXHOJIOTUH.

B 3TOM KOHTEKCTE CTOUT OTMETUTD, UTO PHUBJIEYEHUE SKCIIEPTOB U CIIELIMaJUCTOB U3 IPAXKJAHCKUX
oTpacseit IT MoxeT npoxoAUTh GoJiee JIOsIIbHEE HeXeJd PYU IpUueMe Ha CyXK0y B TpaJULUOHHBIX CHJIO-
BbIX CTPYKTYpax.

- IBOMCTBEHHOCTb BO3JI0>)KeHHbIX QYHKIIMK (060pOHa M HamaJieHHe) - 3aliuTa KpUTudecko nudpa-
CTPYKTYpbI/peiIOTBpallleHre aTaK U OTBETHAsl peaKIusl B OTHOLIEHUH MPOTHBHUKOB B paMKax HaI[HO-
HaJ/IbHOW CTpaTeruu.

Ho He cTouT 3a6BIBaTh, YTO GOPMUPOBAHKE HOBOTO BEJJOMCTBA NOTPe6yeT 3HAYUTEIbHBIX PECYPCOB,
BKJ/II0Yasi MHQPACTPYKTYPY, LUTAT COTPYAHHUKOB U MaTepUaIbHO-TEXHUYECKYIO 6a3y, yBeJIMUeHUe OI0poKpa-
THYeCKOW Harpy3Ku Ha CUCTEMY rOCylpaBJIeHUs.

Co3jaHue crielaJM3MpPOBaHHON CIYKObl B paMKax CylLIeCTBYOLIUX BeJJOMCTB NpeJCcTaBsgeTcs 60-
Jiee 5KOHOMUUYeCKU 3P PEeKTUBHBIM pellleHUeM, Tak Kak, Hanpumep, PCh yxxe oTBeyaeT 3a 3aL[UTy HALUO-
Ha/IbHOW 6€30MaCHOCTH, BKJIIOYask KHOepOe30MacHOCTh, U UMEET COOTBETCTBYIOLIHM ONBIT U pecypchl, IpU
COCpeIOTOYEHUH TOJIbKO Ha BHYTPEHHEN 6€30aCHOCTH, YTO MOXKET YMEHBIIUTh BHUMaHUE K MEXAYHAPO/I-
HbIM acnekTaM Kubepyrpos; MB/l akTHUBHO 3aHUMaeTcsl paccjeloBaHHEM KUOEpHpecTyIJIeHUH U yxKe
MMeeT INOJpasjeseHus, OTBevyawlde 3a 60pb0y ¢ KUOEpIpecTYNHOCTbIO B YrOJOBHOM HalpaBJeHUU;
PocrBapaus o6ecrieyrBaeT 3alIUTY CTPATErHYECKU 3HAYMMbIX 06'bEKTOB, UTO MOXKHO JOTOJHUTD 3a/ja4aMu
3alMThl KPUTHYECKON HHPOPMALMOHHON MHPPACTPYKTYPBI, HO CIy»k6a OpUEHTHpPOBaHA Ha GU3UUYECKYIO
6e30MacHOCTb, U Kubep-POoKyc 1/ BeJOMCTBA N10JTHOCTbIO HE COOTBETCTBYET NPOPUIIIO.

B cB134 € 3TUM, aBTOpaM Mpe/CTaBISAETCS ONTHMaJbHbIM BApUaHTaM CO3/JaHUe TMOPUIHON MOIesn:
co3/laHue CIYKObI B OJJTHOM U3 CYIIECTBYIOLIMX BEJJOMCTB C YCUJIEHHON KOOpAUHAIMeN U aBTOHOMMUEM.

1 Positive Technologies: 96% kpynHelnux koMnaHui Poccuu ysi3BUMBI K kubepaTakaM // Pexxum goctyna:
https://habr.com/ru/news/699628/. 3ar.. c skpaHa. ([laTta o6pamenus: 20.03.2025).
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IIpo6/1eMBl, NponeccyaabHOro, yroJIOBHOTO IpaBa U KPMMHUHOJIOTHH
Kysuna C. H., [lyxkasnosa M. 0., Lvikopa A. B. MoweHHU4ecmeso 8 yugposom npocmpaHcmae U e2o 0cob6eHHocmu

CospaHue otgesbHOro BegoMcTBa («KubepBoiicka») BBIIVIAAUT NepCleKTHBHO, HO Ha JJaHHOM
JTane MOXeT ObITb CJIMIIKOM 3aTPAaTHBIM U U30BbITOYHBIM. ONTUMaJIbHBIM pellleHUEeM fIBJIAeTCA CO3JjJaHue
crieMau3MpOBaHHON aBTOHOMHOM clyx6bI B paMKax ®CbB, koTopas 6yfeT cocpejoToueHa Ha 3aljuTe
KPUTHYEeCKON MHQPACTPYKTYPhI U JaHHBIX, IPeIOTBPALeHUH MeX/JyHapOAHBIX aTaK, a TakKe Ha IpOBe-
JIeHUH HacTynaTeJbHbIX KUOeponepanui. 3To Takxke 06ycoBaeHo TeM, 4To OCB yxe urpaeT KJI04€BYyI0
poJib B chepe HalMOHATBbHON 6€30MacHOCTH, a 3aluTa B LUPPoBOH cdhepe sABIsIETCA €€ HEOTheMJIEMOH
YacThbIo.
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